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Field of the Invention 

[0001] The invention relates to reading devices in general and specifically to a reading 
device adapted to read an identification card. 

Background of Prior Art 

[0002] Identification cards issued by government agencies have grown in sophistication. 
Many state driver's licenses now have multiple dataforms which operate to redundantly encode 
personal information of the person identified by the card. New York State driver's licenses now 
include a text field including characters encoding personal information of the card owner, a 
linear bar code for encoding personal information of the card holder, and a 2D bar code symbol 
encoding personal information of the card holder. In spite of identification cards' increasing 
sophistication there have been few attempts to improve the reading and processing of 
identification cards. Identification cards continue to be altered without detection for criminal 
purposes including illegal purchasing of alcoholic beverages. 

[0003] There is a need for improved processing of identification cards. 

[0004] Summary of the Invention 

[0005] There is described a method and apparatus for processing a card. A card that is 
processed can have a corresponding card holder. In one embodiment, a card reader can be 
provided for reading information of a card. A card reader in one embodiment can be configured 
to sense a level of degradation of a card. A card reader in one embodiment can be in 
communication with a remote processor system. 

[0006] These and other details, advantages and benefits of the present invention will become 
apparent from the detailed description of the preferred embodiment. 
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Brief Description of the Drawings 

[0007] For a fuller understanding of the nature and objects of the invention, reference should 
be made to the following detailed description of a preferred mode of practicing the invention, 
read in connection with the accompanying drawings, in which: 

[0008] Fig. la is a perspective view of an identification card reader according to the 
invention; 

[0009] Fig. lb is a perspective view of the card reader of Fig. la with cover removed; 

[0010] Fig. lc is a cross sectional side view of the card reader of Fig. la; 

[001 1] Fig. Id is a perspective view of another identification card reader according to the 
invention; 

[0012] Figs, le, If, and lg are perspective views of alternative tray assemblies according to 
the invention; 

[0013] Figs, lh, li, lj show hand held mobile identification card readers according to the 
invention; 

[0014] Fig. 2 is an electrical block diagram of an identification card reader of the invention; 

[0015] Figs. 3a and 3b show a topside and a bottomside of an exemplary identification card; 

[0016] Figs. 4a-4e are flow diagrams illustrating operation of a control circuit according to 
the invention; and 

[0017] Fig. 5 illustrates an exemplary lookup table according to the invention which may be 
stored in a reader memory and utilized for control of an identification card reader according to 
the invention. 

Detailed Description of the Invention 
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[001 8] An identification card reader according to the invention is described with reference to 
Figs. la-5. Housings for reader 10 are described with reference to Figs, la- Id. 

[0019] Identification card reader 10 in one embodiment includes a housing 1 1 , a display 12, 
a control panel 13 including control buttons, a magnetic stripe reader 14, a tray 15 for holding an 
identification card 16, and an optical reader module 17-1. Display 12 may display such 
information as decoded or recognized information from ID card 16, or user prompt information 
which instructs a user on how to use reader in a certain application. Control panel 1 3 is useful for 
entering information into reader 1 0 including control information which alters the operation of 
reader or data such as data pertaining to identification card 1 6 or the person corresponding to the 
card. Magnetic stripe reader 14 allows decoding of magnetic stripe reading information from 
identification card 16 in the case that card includes a magnetic stripe. Tray 15 holds 
identification card in position allowing imaging capture and processing of the image information 
of the card by optics module 17-1. Reader 10 may also include other data input units such as an 
RF tag reader or a smart card reader 19. 

[0020] Referring now to control features of the invention, a block diagram of the 
identification card reader 10 is shown in Fig. 2. Reader circuit 10 includes a reader processor 
system 30, an illumination system 21, and a reader host processor system 3 1 . Reader processor 
system 30 captures an image of identification card, decodes decodable symbols of the card to 
generate a message, and transmits the message to reader host processor system 3 1 . Identification 
card reader control circuit 40 includes a reader control circuit 40-1 and an integrated host control 
circuit 40-2. 

[0021] Referring now to features of reader processor system 30, reader processor system 30 
includes an illumination assembly 21 for illuminating a target object T, such as a ID or 2D bar 
code symbol, and an imaging assembly 33 for receiving an image of object T and generating an 
electrical output signal indicative of the data optically encoded therein. Illumination assembly 21 
may, for example, include an illumination source assembly 22, together with an illuminating 
optics assembly 24, such as one or more lenses, diffusers, wedges, reflectors or a combination of 
such elements, for directing light from light source 22 in the direction of a target object T. 
Illumination assembly 21 may comprise, for example, laser or light emitting diodes (LEDs) such 
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as white LEDs or red LEDs. Illumination assembly 21 may include target illumination and 
optics for projecting an aiming pattern on target T. Illumination assembly 21 may be eliminated 
if ambient light levels are certain to be high enough to allow high quality images of object T to 
be taken. Illumination assembly 20 may also be located remote from reader housing 1 1 , at a 
location so as to eliminate or reduce specular reflections. An imaging assembly of reader 
10 may include an image sensor 32, such as a ID or 2D CCD, CMOS, NMOS, PMOS, CID OR 
CMD solid state image sensor, together with an imaging optics assembly 34 for receiving and 
focusing an image of object T onto image sensor 32. The array-based imaging assembly shown 
in Fig. 2 may be replaced by a laser array based imaging assembly comprising one or more laser 
sources, a scanning mechanism, emit and receive optics, at least one photodetector and 
accompanying signal processing circuitry. 

[0022] Reader processor system 30 of Fig. 2 also includes programmable control circuit 40-1 
which preferably comprises an integrated circuit microprocessor 42 and an application specific 
integrated circuit (ASIC 44). The function of ASIC 44 could also be provided by field 
programmable gate array (FPGA). Processor 42 and ASIC 44 are both programmable control 
devices which are able to receive, output and process data in accordance with a stored program 
stored in memory unit 45 which may comprise such memory elements as a read/write random 
access memory or RAM 46-1 and an erasable read only memory or EROM 47-1. RAM 46-1 
typically includes at least one volatile memory device but may include one or more long term 
non-volatile memory devices. Processor 42 and ASIC 44 are also both connected to a common 
bus 48 through which program data and working data, including address data, may be received 
and transmitted in either direction to any circuitry that is also connected thereto. Processor 42 
and ASIC 44 differ from one another, however, in how they are made and how they are used. 

[0023] More particularly, processor 42 is preferably a general purpose, off-the-shelf VLSI 
integrated circuit microprocessor which has overall control of the circuitry of Fig. 2, but which 
devotes most of its time to decoding image data stored in RAM 46-1 in accordance with program 
data stored in EROM 47-1 . Processor 44, on the other hand, is preferably a special purpose VLSI 
integrated circuit, such as a programmable logic or gate array, which is programmed to devote its 
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time to functions other than decoding image data, and thereby relieve processor 42 from the 
burden of performing these functions. 

[0024] The actual division of labor between processors 42 and 44 will naturally depend on 
the type of off-the-shelf microprocessors that are available, the type of image sensor which is 
used, the rate at which image data is output by imaging assembly 33, etc. There is nothing in 
principle, however, that requires that any particular division of labor be made between 
processors 42 and 44, or even that such a division be made at all. 

[0025] With processor architectures of the type shown in Fig. 2, a typical division of labor 
between processors 42 and 44 will be as follows. Processor 42 is preferably devoted primarily to 
such tasks as decoding image data, once such data has been stored in RAM 46-1, recognizing 
characters represented in stored image data according to an optical character recognition (OCR) 
scheme, handling menuing options and reprogramming functions. Processor 42 may also receive 
electrical signal information from magnetic stripe reader 14 as digitized by A/D converter 36-2. 
Processor 42 may also receive electrical signals from a smart card reader 19 or another data 
input source. 

[0026] Processor 44 is preferably devoted primarily to controlling the image acquisition 
process, the A/D conversion process and the storage of image data, including the ability to access 
memories 46-1 and 47-1 via a DMA channel. Processor 44 may also perform many timing and 
communication operations. Processor 44 may, for example, control the illumination of LEDs 22, 
the timing of image sensor 32 and an analog-to-digital (A/D) converter 36-1, the transmission 
and reception of data to and from a processor system external to system 30, through an RS-232, a 
network such as an ethernet, a serial bus such as USB, a wireless communication link (or other) 
compatible I/O interface as is indicated by interface 37-1. Processor 44 may also control the 
outputting of user perceptible data via an output device, such as a beeper, a good read LED 
and/or a display monitor which may be provided by a liquid crystal display such as display 12. 
Control of output, display and I/O functions may also be shared between processors 42 and 44, 
as suggested by bus driver I/O interface 37-3 or duplicated, as suggested by microprocessor 
serial I/O interface 37-1 or interface 37-2. As explained earlier, the specifics of this division of 
labor is of no significance to the present invention. 



5 



Express Mail Label No. EM154108533US 
Attorney Docket No. 283-304 

[0027] Referring now to features of host processor system 3 1 host processor system 3 1 in 
the embodiment shown includes an I/O interface 37-5, display 12, a host control circuit 40-2 
which may be provided by microprocessor, a memory 45-2 including RAM 46-2 and EROM 47- 
2, a system bus 48-2 and I/O interface 37-5 for communication with a remote processor system 
41-1. Control circuit 40-2 receives decoded messages from reader processor system 30, receives 
user input information from control panel input 13, displays prompt information and other data 
on display 12, and controls the reception and transmission of data to and from remote processor 
system 41-1 via I/O interface 37-5. 

[0028] I/O interfaces 37-1, 37-2, 37-3, and 37-4 facilitate digital communication in one of an 
available local digital communication technology such as RS-232, ethernet, serial bus including 
Universal Serial Bus (USB), or local wireless communication technology including "Blue 
Tooth" communication technology. I/O interface 37-5 facilitates digital communication with 
remote processor system 41-1 in one of available remote communication technologies including 
dial-up, ISDN, DSL, cellular or other RF, and cable. Remote processor system 41-1 may be part 
of a network 4 IN of processor systems as suggested by systems 41-2, 41-3, and 41-4 links 41L 
and hub 41H, System 41-1 may be a network server. The network 4 IN to which system 41-1 
belongs may be part of the internet. In addition to being in communication with identification 
card reader, system 41-1 is typically in communication with a plurality of additional 
identification card readers 10' and 10." Reader 10 may be part of a local area network (LAN). 
Reader 10 may communicate with system 41-1 via an I/O interface of system 41-1 or via an I/O 
interface of network 4 IN such as a bridge or router. While the components system 30 and 
system 3 1 are indicated in Fig. 2 to be discreet elements it is understood that integration 
technologies has made it possible to form numerous circuit components on a single integrated 
circuit chip. For example, with present fabrication technologies, it is common to form 
components such as components 37-4, 40-2, 46-2, and 47-2 on a single piece of silicone. 

[0029] Furthermore, the number of processors of reader 1 0 is of no fundamental significance 
to the present invention. In fact if processor 42 is made fast enough and powerful enough special 
purpose processor 44 can be eliminated. Likewise a single fast and powerful processor can be 
provided to carry out all of the functions contemplated by processors 40-2, 42, and 44 of the 
specific circuit shown in Fig. 2. Still further, it is understood that if reader 10 includes multiple 
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processors the processors may communicate via parallel data transfers rather than via the serial 
communication protocol indicated by serial busses 48-1 and 48-2. 

[0030] Now referring to specific aspects of the invention in further detail, aspects of tray 1 5 
are described with reference to Figs, la- Id. Tray 1 5 holds card 16 in the field of view of image 
sensor 32. Preferably the dimensions of tray 15 substantially correspond to the field of view of 
image sensor 32, and is sized to a size substantially corresponding to the largest expected card 
size. In the embodiment 10-1, 10 of Fig. la, housing 1 1 is a modified transaction terminal 
housing that is modified in that it includes a bottom mount tray 15 and a hole 1 lh for allowing an 
imaging optical path to pass through to the interior of housing 11. In the embodiment 10-2, 10 
of Fig. Id, housing 1 1 is a modified transaction terminal housing in that it includes a side 
mounted tray assembly 15a, including tray 15. Back wall 15W of tray assembly 15a in addition 
to providing mechanical support for tray 15, prevents ambient light rays emanating from light 
sources behind reader 10 from reaching card 16 thereby reducing glare and further provides a 
benching point for card 16, as will be described further herein. Imaging module 17-2 is mounted 
on top of tray assembly 1 5a. 

[003 1 ] An important feature of the invention is that tray 1 5 forms an angle, a, with plane P 
as best seen in Fig. lc. Plane P is the plane perpendicular to the reader's imaging axis, a. t . 
Further, tray 15 is preferably abutted against or formed integral with back wall 15W. Preferably, 
the angle, a, is more than about 10 degrees. Mounting tray 15 at an angle, a, with respect to 
plane P reduces specular reflections. That is, mounting tray 1 5 at an angle, a, more than about 
10 degrees assures that light rays generated by an illumination system of reader 10 are reflected 
at an angle with respect to imaging axis, a„ so as not to be reflected back toward image sensor 
32. Establishing tray 15 at an angle with respect to a horizontal axis, (which in parallel to plane 
P in the example shown) and abutting tray 15 against back wall 15W, further operates to stabilize 
card 16 within tray 15, reducing the likelihood that the position of card 16 can be altered during 
the course of card reading. The interface between tray 15 and back wall 15W further provides a 
benching point upon which every card that is situated in a reader can be benched. The benching 
of various cards at a consistent benching position simplifies image data capture and processing of 
various cards. 
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[0032] Referring to further aspects of tray 1 5, bottom surface 1 5b of tray 1 5 may include an 
object detection symbol 15s formed thereon as seen in Fig. le. In a first state, control circuit 40 
is adapted to continuously capture an image representation that includes a representation of 
symbol 15s. When control circuit 40 determines that symbol 15s no longer is represented in the 
image representation, control circuit 40 switches operation of the imaging and illumination 
system of reader 10 to a second state. The control circuit's failure to detect a representation of 
symbol 15s in a captured image representation indicates that an object (i.e. an identification card) 
has been placed in the field of view of the imaging assembly. The second state may differ from 
the first state in that the illumination level increases. The second state may further be 
characterized by a higher frame capture rate relative to the first state and a more robust decoding 
algorithm relative to that in the first state (in the first state, the control circuit need only verify 
that a symbol of known characteristic is located in a known position). Further aspects of object 
detection symbol 15, and of a control circuit which may capture image data corresponding to 
such a symbol are described in detail in commonly assigned U.S. Patent No. 5,949,052, 
incorporated herein by reference. As is indicated in the embodiments of Figs, lh, li, and lj an 
identification card reader of the invention can be partially or entirely hand held and portable. 
Reader 10-3 in the embodiment of Fig. lh comprises a stand 10s and a hand held portable data 
collection device, or PDT lOp. PDT lOp may be provided by, for example, a DOLPHIN PDT 
device, available from HHP, Inc. of Skaneateles Falls, NY. PDT lOp includes an imaging module 
17-1 disposed at a front end lOpf thereof and, a display 12 and control panel 13 disposed in a top 
lOpt thereof. Stand 10s includes a base 10b, an integrated tray assembly 15a and a tray 15. Stand 
10s further has incorporated therein a mag stripe reader 14 which is electrically connected to 
device lOp when device is mounted in stand 10s. In the embodiment of Fig. lh tray 15 and PDT 
lOp are arranged and tray 15 is provided with a hole 15h so that reader 10-3 captures images 
corresponding to tray-contacting surface 16tc of card 16 when card rests in tray 15. 

[0033] In the embodiment of Fig. li identification card reader 10-4, 10 is entirely portable 
and hand-held. Reader 10-4, 10 includes a PDT section lOp having a control panel 13, an 
imaging module 17-1, and a display 12. Reader 10-4, 10 further includes an integrated mag 
stripe reader 14 and tray assembly 15a. Tray assembly 15a supports a tray 15 which, as in the 
embodiment of Fig. l h supports a card in a position in relation to module 17-1, and includes a 
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hole 15h so that reader 10-4, 10 captures an image corresponding to tray-contacting surface 16tc 
of card 16. 

[0034] As can be seen by Fig. lj reader 10-4, 10 can be oriented in a "tray down" 
orientation opposite of the "tray up" orientation indicated in Fig. li. In a "tray down" 
orientation, reader 10-4, 10 can be positioned in a stable position by placing reader 10-4, 10 on 
a flat surface so that tray 1 5 and end 15ae of tray assembly 15a contact a flat horizontal surface 
such as a counter top. Thus, when in the orientation shown in Fig. 1 j tray 1 5 partially forms a 
base of an integrated reader stand. Card 16 is rested on interior surface 15i of tray 15 when 
reader 10-4, 10 is oriented in a "tray down" orientation. Reader 10-4, 10 when oriented as 
shown in Fig. lj captures an image corresponding to a non-tray contacting surface 16n of card 
16. 

[0035] In the embodiment of Fig. If, tray assembly 15a-2 includes multiple trays. 
Identification card 16 is placed on the tray 15TA, 15 TB, or 15TC at which the card is at the best 
reader-to-target distance for the particular card. The best reader-to-card distance for a particular 
card may vary depending on such factors as the type of print, card dimensions, the grey scale, the 
print size, symbol size, the symbology type of symbols on the card, the processing required for 
the particular type of card, etc. In one embodiment, control circuit 40 may display on display 12 
a prompt which indicates to an operator the best tray for that particular card. Prior to displaying 
a prompt indicating the proper tray selection, the control circuit 40 may first display a prompt 
prompting the operator to enter the card type (such as jurisdiction designation of the card) or may 
preliminarily determine the card type (the jurisdiction designation) by preliminary analysis of the 
card such preliminary analysis may encompass e.g. color analysis, grey scale analysis, size 
analysis, font analysis, symbol analysis, or partial frame image analysis of the card. 

[0036] The tray assembly of the identification card reader 10 may also comprise an 
adjustable tray as is indicated by tray assembly 15a-3 shown in Fig. lg. Tray 15 may be made 
adjustable to various heights within assembly 15a by way of a standardly known adjustment 
mechanism including a detent and spring mechanism or a screw and wing nut clamp mechanism. 
The height of tray 1 5 can also be automatically controlled by a conveyor moved by the force 
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provided by a conveyor motor in communication with control circuit 40. Printed matter 1 5P on 
assembly 15a-3 may indicate various predetermined height positions. Control circuit 40 may be 
adapted to display prompts on display 12 indicating the proper tray height for a particular card or 
application. In the case of a tray whose height is automatically adjusted by a motor force, control 
circuit 40 may automatically adjust the height of tray 15 to an appropriate height by way of 
control signals input to the motor providing the motor force. 

[0037] While tray 1 5, by positioning card 1 6 in a specific position in relation to image 
sensor 32, enhances the capacity of reader 10 to efficiently capture and process images 
corresponding to card 1 6, it will be understood that tray 1 5 is not necessary for the operation of 
reader 10. In embodiments of the invention that do not have tray 15, an operator places card 16 
on a counter top or else holds card 16 in the field of view of image sensor 32 to allow reader 10 
to read card 16. Tray 15 is expected to become less important to the performance of reader 10 as 
processing speeds and image sensor resolutions continue to improve. 

[0038] Reader 10 may be adapted so that operation parameters of reader 10 other than tray 
height vary depending upon the card type. For example, reader 1 0 may be adapted so that a 
thresholding level for use in digitizing grey scale values of a captured image captured by reader 
processor system 30 vary depending upon card type. Some types of identification cards may be 
produced to have significantly higher average gray scale values than other types of cards. The 
decoding and recognition processing of cards exhibiting higher overall grey scales can be 
enhanced by adopting higher thresholding values for such cards. Other operation parameters 
similar to the parameter of a threshold value which may be made to vary depending upon card 
type include gain control, exposure time, and illumination level. 

[0039] Reader 10 may also be adapted so that a focal length of imaging system 32 and 34 
varies depending on the card type. The processing of a certain card type may be optimized by 
varying the focal length of imaging system comprising components 32 and 34. The focal length 
of an imaging system may be varied by physical movements of imaging optics 34 relative to 
sensor 32 with use of motor force provided by motor 34M. 

[0040] Flow charts illustrating a reader adapted to vary an operation parameter such as tray 
height, threshold value or focal length depending upon card type are shown in Figs. 4a and 4b. In 
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one embodiment of the invention, illustrated with reference to the flow diagram of Fig. 4a, 
control circuit 40 at block 1 10 prompts a user for information regarding the card type. In the case 
that card is a state issued card such as a state driver's license, the card type is the jurisdiction of 
the card. Card reader memory 45 may be programmed with a default card type. For example, if 
reader 10 is located in a New York State retail store and card 16 is a state issued driver's license 
the default card type is normally programmed to be "New York." Accordingly, the prompt 
displayed on display 12 may be "IS CARD FROM NY (Y/N)." If the user responds "No" to 
such a prompt, control circuit 40 may issue appropriate additional prompts until the user enters 
via control panel 13 information indicating the actual card type. Control circuit then reads the 
user-input information at block 1 12. 

[004 1 ] In the alternative, control circuit 40 may be adapted to prompt for card ID 
information at block 1 10 only in the case that control circuit 40 fails to read card 16 utilizing a 
processing protocol that is in accordance with the default card type. For example, if card 16 is a 
state-issued identification card and reader 10 is located in a New York state retail store, reader 10 
may be adapted to first attempt to process card 1 6 in accordance with a New York state 
processing protocol as determined at least in part from lookup table 140, to be described 
herinbelow, and may be adapted to prompt for alternative card type information at block 110 
only in the event that card processing fails utilizing the New York state processing protocol. 

[0042] At block 1 14 control circuit 40 determines a card type variable operation parameter 
from a lookup table such as lookup table 140. Lookup table 140 includes card types correlated 
with at least one operation parameter. Lookup table 140 includes the operation parameters of tray 
height, threshold value, and focal length. When reader 10 determines the operation parameter 
from lookup table 140 at block 1 14, control circuit 140 utilizes the parameter in the control of a 
certain reader component at block 1 16, such as motor 34M, so that reader operation varies 
depending upon the card type. 

[0043] In accordance with the embodiment described in the flow diagram of Fig. 4b, reader 
1 0 operates in the manner described with reference to the flow diagram of Fig. 4a except that 
reader 1 0 determines the card type automatically rather than determining the card type based on 
user input. Control circuit 40 may automatically determine the card type at blocks 1 1 1 and 1 13, 
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for example, by decoding one symbol on the card out of a plurality of symbols, decoding a 
limited number of OCR characters on the card, color analysis of the card, size analysis of the 
card, transmittance of the card, grey scale analysis of the card or by image analysis 
corresponding to a section of the card. 

[0044] In another aspect of the invention, control circuit 40 is adapted to display on display 
12 which prompts a user to take certain action relative to reader 10 and/or card 16 in the event of 
card reading failure. For example, it during image analysis control circuit 40 determines that a 
card cannot be read, control circuit 40 may display a prompt on display 1 2 such as "REORIENT 
CARD" so that a user changes the position of of the card with respect to tray 15. Control circuit 
40 may display a "FLIP CARD" prompt on display 12 if image analysis reveals that a card has 
been positioned on tray 1 5 upside down. Control circuit 40 may display a "MOVE CARD TO 

TRAY " on display 12 if by image analysis control circuit 40 determines that image 

processing would improve at a different image sensor to target distance. 

[0045] Referring to further aspects of the invention, control circuit 40 may be adapted to 
execute one or more routines in order to check the authenticity or validity of the card. In a 
routine described with reference to typical card format shown in Figs. 3a and 3b, control circuit 
40 checks the validity of a card by comparing the information contained in one dataform of a 
card to another dataform of a card. As seen in Fig. 3a and 3b a typical identification card 16 
includes more than one dataform. In the example of Fig. 3a, the top surface 16f of card 16 
includes text characters 16T, photograph 16P, signature 16SG and the bottom surface 16b of the 
card includes two symbols 16sl and 16s2, a ID symbol "code 128" symbol and a 2D symbol, 
"PDF." 

[0046] Referring to the flow diagram of Fig. 4c, control circuit 40 at block 120 displays on 
display 12 a prompt such as "PLACE CARD IN TRAY RIGHTSIDE UP" in order to prompt a 
user to place card 16 in tray 15 rightside up. Control circuit 40 at block 122 then decodes the 
dataform of the top side of the card. In the example of Fig. 3a, this information is encoded in text 
character 16T. Accordingly, at block 122 control circuit 40 may execute an OCR decoding 
algorithm in order to decode the data of the front side. At block 124 control circuit 40 then 
displays a prompt such as "FLIP CARD OVER" in order to prompt a user to turn the card 1 6 to 
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an upside down position. At block 126 control circuit 40 decodes the decodable dataforms of the 
bottomside surface of the card 16. In the example of Fig. 3b control circuit 40 decodes the ID 
code 128 symbol 16s2 and the 2D PDF symbol 16sl of the bottom side 16b. At block 128 control 
circuit 40 compares the decoded data of at least one topside dataform (in the case given the 
decodable character data) with the decoded data of at least one bottomside dataform (either or 
both the ID or 2D symbols in the example of Fig. 3b). Symbologies of identification cards 
normally redundantly encode character data of the card. Accordingly, if the data message 
decoded from a card symbol and decoded data decoded from text character data of a card do not 
match there is a strong indication of card alteration (character alteration or symbol transposing). 
At block 130 control circuit 40 may display on display an "INVALID CARD" message if control 
circuit 40 at block 128 determines that the decoded data of the front side of the card does not 
match decoded data of the bottom side of the card. Control circuit 40 may further analyze 
multiple dataforms of a single card side (i.e. symbol 16sl and symbol 16s2) and display an 
"INVALID CARD" prompt on display 12 in the case of a mismatch. 

[0047] Certain types of 2D symbols, including DataMatrix, MaxiCode, and PDF symbols 
such as symbol 16sl are encoded with redundant bar-space information so that if a portion of the 
symbol becomes degraded, a reader reading the symbol can nevertheless decode the message of 
the symbol. Symbols that can be decoded despite being partially unreadable are said to have 
"error correction" encoded therein. Readers reading such redundantly-encoded symbols can 
return a value known as an "error correction value," which is a measure of the amount of a 
symbol's available error correction that has been used. In accordance with a further aspect of the 
invention, control circuit 40 is adapted to display messages on display 12 that vary depending 
upon the error correction value returned when a symbol of card 16 is read. That is, control circuit 
40 may be configured to display messages on display 12 that vary depending upon the level of 
degradation of a card and more particularly, a card's symbol. 

[0048] In one embodiment of the invention, control circuit 40 may be adapted to enter a 
"Card Quality Estimator" routine in response to appropriate control by an operator input via 
control panel 13. Control circuit 40 may also be configured to enter a "Card Quality Estimator" 
routine automatically, for example, on the condition that control circuit 40 consumes more than a 
predetermined time in reading a card's symbol or on the condition that control circuit 40 
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attempts to decode a card symbol more than a predetermined number of times before 
successfully decoding a card symbol. 

[0049] After having entered the "Card Quality Estimator" routine, control circuit 40 displays 
on display 12 a message that varies depending upon the level of error correction. For example, 
control circuit 40 may display a message that simply indicates the amount of error correction 

used in decoding a card symbol, " PERCENT AVAILABLE ERROR CORRECTION 

USED." Control circuit 40 may also display on display 12 a message such as "CARD OK" if the 
error correction value is below a first predetermined value, such as below 50 percent. Control 
circuit 40 may further display on display 12, for example, a first warning message such as 
"CARD DEGRADED" if the error correction value is above the first predetermined value, and a 
second warning message such as "CARD MUST BE REPLACED" if the error correction value 
is above a second predetermined value such as above about 80 percent. With or without entering 
a "Card Quality Estimator" routine, control circuit 40 may upload error correction information 
corresponding to processed cards to remote processor system 41-1 which may be a central(and 
perhaps state-controlled) host processor in communication with several readers and which may 
have stored therein database correlating cardholder names, or another identifier with card 
degradation status. Remote processor system 41 may be configured to issue an instruction 
designed to result in a notice or a new card being sent to a cardholder if the card degradation 
database indicates that the degradation status of a cardholder's card has exceeded a 
predetermined level. 

[0050] As indicated previously, lookup table 140 may include control type operation 
parameters which aid in determining the processing steps to be executed in processing a 
particular type of identification card. As seen in Fig. 5 card type lookup table 140 may correlate 
card type listed in column 142 with dataform data 149 corresponding the card type. Lookup table 
140 may include topside column 149fl and 149f2 which encode the dataforms of the card top 
side and bottomside columns 149bl and 149b2 which encode the dataform(s) of the card 
bottomside. When decoding card 16, control circuit 40 may access table 140 to determine the 
data form type of card based on the card type prior to selecting an OCR or symbol decoding 
algorithm. When decoding decodable dataforms of card control circuit may deactivate dataforms 
not listed in data 149. Further, as a security routine, control circuit 40 after determining the card 
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type (which may be in accordance in a default setting) may capture image data corresponding to 
a card 16, access lookup table 140 to determine the dataforms which should be present on the 
card, then analyze the image data to verify that those dataform types are in fact represented in the 
card image data. Control circuit 40 may display an "INVALID CARD" message on display 12 if 
all of the dataforms which should be on card 16 are not in fact on card 16. 

[0051] Lookup table 140 may also include columns which encode a card's dimension and the 
position of dataforms on the card in order to further improve the speed of card decoding. As 
discussed previously, control circuit 40 may determine a card type either by executing an 
algorithm for automatic determination of card type or by prompting a user for card type 
information and reading the user input data. 

[0052] In another card security routine of the invention, control circuit 40 may read symbol- 
encoded image information from a card having a symbol including image information. 
Technologies are known for encoding image information in bar code symbols. For example, the 
Kodak Image Verification System (Kodak IVS) enables an image of a human face or of a 
signature can be encoded in 400 bits of memory space. Utilizing the Kodak IVS system, images 
can readily be stored in 2D bar code symbol, magnetic stripes and/or smart cards. Utilizing this 
technology, photographs e.g., 16p, can be decoded and expressed as data messages. In 
accordance with one security routine of the invention, control circuit 40 may decode symbol- 
encoded image information from a card symbol e.g. symbol 16sl encoded with image 
information corresponding to a card owner's face, and display such image information on display 
12. Control circuit 40 may further display for comparison side by side on display 12 the symbol- 
encoded image information captured image data corresponding to the photograph 1 6P of an 
identification card 1 6 or to a photograph of the card presenter, taken by a supplementary camera 
(not shown) of reader 10. 

[0053] Similarly, control circuit 40 may decode symbol-encoded image information from a 
card symbol e.g. symbol 16sl encoded with image information corresponding to a card owner's 
signature, and display such image information on display 12 for comparison to a signature 16SG 
of card or to another signature provided by a card presenter at the time of card presentation. 
Control circuit 40 may further display for comparison side by side on display 12 the image data 
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captured from card 16 corresponding to signature 16SG, or to other electronic signature data 
entered into reader 10 using electronic signature capture technology such as touch screen type 
signature capture technology or imaging-based electronic signature capture technology. In 
addition to displaying symbol encoded decoded face or signature image data on display 12 side 
by side other electronically stored face or signature data, control circuit 40 may electronically 
compare symbol encoded decoded face or signature image data to other electronically 
represented face or signature data, and may display on display 12 an "INVALID CARD" 
message if there is a mismatch of such data. 

[0054] Signature verification systems are available from such entities as Datavision, Inc., 
Signcheck, Inc., Cybersign, Inc. and Quintet, Inc. 

[0055] In another card security routine according to the invention described in connection 
with the flow diagram of Fig. 4d control circuit 40 may prompt a user to utilize reader 10 in 
order to read an identification card other than card 1 16. For example, after reading at least one 
dataform of card 16 at block 150 control circuit 40 may display on display 12 at block 152 a 
prompt message such as "INSERT CREDIT CARD IN MAG STRIPE READER" in order to 
prompt a user to swipe a credit card through mag stripe reader 14 of card reader 10. After 
reading the mag stripe encoded data at block 154, control circuit 40 may then at block 1 56, 
compare the identification card data determined by image analysis of card to the identification 
card data determined by may stripe reader 14 to verify the card information. If control circuit 40 
at block 158 determines that the data from the two cards does not match, control circuit 40 at 
block 160 may display an "INVALID CARD" message on display. 12. As indicated by the 
block diagram of Fig. 2, control circuit 40 can be in communication with mag 
stripe reader 14. Control circuit 40 can be programmed to decode a data 
form from a first card to generate a first decoded message, read mag stripe 
data from a second card to generate a second decoded message, and compare 
the first and second decoded messages. 

[0056] In yet another card security routine described with reference to the flow diagram of 
Fig. 4e control circuit 40 compare data determined by decoding dataforms of card 1 6 to data 
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determined from a source other than card 16. At block 164 control circuit 40 may read symbol 
16s to determine a message encoding name and street address information of a card holder. At 
block 166 control circuit 40 parses data from one certain field of the message from the remaining 
data of the message. In one specific example of the invention, control circuit 40 parses name 
field data' of the message from the remaining data of the message. At block 168 control circuit 40 
accesses an externally stored database that correlates name information with street information to 
determine street information corresponding to the name of the person from a source external to 
card 16. The externally stored database may be stored on a memory device of a server of a 
network e.g. network 4 IN which may be part of the internet. The externally stored database may 
also be stored on a memory device integrated into reader 10. For example, the externally stored 
database may be stored in a hard drive memory or compact disk (not shown) that is linked to 
system bus 48-2. At block 170 control circuit 40 compares card-determined street information to 
the street information determined from the external source. If control circuit 40 at block 1 72 
determines that there is a mismatch in the data, control circuit 40 at block 174 may display an 
"INVALID CARD" message on display 12. 

[0057] The invention is an identification card reader for reading identification cards. The 
reader includes a housing, control circuit, an imaging module, a display, and a tray for holding an 
identification card in a certain position relative to an imaging module. The control circuit may be 
in communication with a card type-operation parameter lookup table so that operation 
parameters including control type operation parameters of the reader vary depending upon the 
type of card being processed by the reader. The reader may be programmed to execute one or 
more security routines for verifying the validity of the presented card. 

[0058] According to its major aspect and broadly stated the invention is an identification 
card reader for use in reading and validating identification cards. 

[0059] The identification card reader includes a housing having an imaging assembly, a 
control circuit, a control panel, a display, and a tray assembly which comprises at least one tray. 
The at least one tray holds an identification card in a certain position in relation to the housing so 
that the imaging assembly can capture an image representation of an identification card. The at 
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least one tray is angled at an angle with respect to a plane perpendicular to the imaging axis of 
the reader so that specular reflections are reduced. 

[0060] In one embodiment the trav assembly includes multiple travs. The control circuit 
prompts a user to position a card on a certain one of the travs. The tray assembly may also 
comprise an adjustable tray. In an embodiment having an adjustable tray, the reader to target 
distance may be varied either manually or automatically. The trav may have an object detection 
symbol disposed thereon for controlling the changing of operation states of a reader between 
active and inactive operating states. 

[0061] The control circuit may be adapted to establish an operation parameter of the reader 
based on the type of card being read. A reader memory may include a lookup table correlating 
reader types with operation parameters which may vary depending upon the type of card- 
Operation parameters which may vary depending on the type of card being processed include 
trav height, threshold value, focal length, gain, exposure time, illumination level, and control 
type operation parameters. Control-type operation parameters are operation parameters which 
determine, for example, whether or not a certain decoding algorithm will be active during the 
processing of the card, whether or not both sides of a card will be subjected to image capture, 
and whether or not an operator will be prompted to present a second identification card to a 
reader. 

[0062] In one validation routine of the invention the control circuit reads a dataform of a first 
side of a card, reads a dataform of a second side of the card and compares the data decoded from 
the two sides. In another validation routine, the control circuit, after reading a dataform from a 
first identification card prompts a user to present a second identification card to the reader. For 
example, the control circuit may prompt a user to swipe a mag stripe card carrying information 
of the cardholder then compare the data determined from the two separate cards. In another 
validation routine, the control circuit decodes a dataform message, parses the message, accesses 
a remotely stored database correlating the parsed field data with subject matter corresponding to 
remaining message data, then compares the message data with the remote database data 
corresponding to the parsed field data. 

[0063] Additional specific embodiments are as follows: 
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Al. An identification card reader for processing an identification card having at least one 
dataform. said reader comprising: 

a housing having at least a bottom and a side; 

a control panel disposed on said housing; 

a display disposed on said housing; 

a control circuit in communication with a memory; 

a tray assembly mounted to said housing, said tray 

assembly having a tray for receiving said identification card; and 

and an imaging assembly in communication with said control circuit having an imaging 
axis passing through said tray. 

A2. The card reader of claim AL wherein said housing includes a hole, and wherein said at 
least one tray opposes said hole, wherein said imaging axis further passes through said hole, and 
wherein an object detection symbol is disposed on said at least one tray. 

A3. The card reader of claim Al, wherein said tray is plate perpendicular to said imaging axis 
so that specular reflections are reduced. 

A4. The card reader of claim Al. wherein said tray assembly includes a plurality of trays. 

A5. The card reader of claim Al, wherein said at least one tray is adapted to be of adjustable 
height. 

A6. The card reader of claim Al. wherein said memory includes a lookup table that correlates 
card type with tray height, and wherein said control circuit determines a card type of said card 
and reads data from said lookup table to determine a tray height for said card based on said card 
type. 

Al. The card reader of claim Al. wherein said tray assembly includes a plurality of trays and 
wherein said control circuit displays a prompt on said display prompting a user to place a card on 
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a certain trav of said tray assembly depending on said determined tray height. 

A8. The card reader of claim Al. wherein said memory includes a lookup table correlating 
card type with operating parameters of said reader, wherein said control circuit reads data of said 
lookup table so that operating parameters of said reader vary depending upon a card type of said 
card. 

A9. The card reader of claim Al. wherein said control circuit determines a card type of said 
card by displaying on said display a card type prompt prompting a user for card type information 
and by reading user input data input in response to said card type prompt. 

A10. The card reader of claim Al, wherein said memory includes a lookup table correlating 
card type information with dataform information, wherein said control circuit deactivates certain 
decoding algorithms when processing a card based on said dataform information so that 
decoding algorithms activated bv said control circuit when processing a card depend on a card 
type of said card. 

Al 1. The card reader of claim Al, wherein said control circuit is adapted to: 

display in said display a rightside up prompt prompting a user to place an identification 

card in said tray rightside up; 

read a dataform of a topside of said card; 

display on said display an upside down prompt prompting a user to place an identification 
card in said trav bottomside up; 

read a dataform of a bottomside of said card; 

compare decoded dataform data from a topside of a card to decoded dataform data from a 
bottomside of a card; and 

display on said display an INVALID CARD message if there 
is a mismatch of topside and bottomside data. 
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A12. The card reader of claim A9. wherein a dataform of a topside of said card is an OCR 
decodable dataform and wherein a dataform of a bottomside of said card is a symbol dataform. 

A13. The card reader of claim Ah wherein said control circuit decodes said at least one 
dataform to determine a first set of image information, captures an image representation of a 
photograph of said card to determine a second set of image information, and displays on said 
display said first set of image information side by side said second 
set of image information. 

A14. The card reader of claim 1, further comprising a mag stripe reader, wherein said control 
circuit is adapted to: 

decode said dataform of said card to generate a first decoded message from a first card; 
display on said display a prompt prompting a user to swipe a second card in said mag 
stripe reader; 

read said mag stripe of said second card to generate a second decoded message from a 
second card; and 

compare said first decoded message to said second decoded message. 

A15. The card reader of claim Al. wherein said card reader is in communication with an 
external database, and wherein said control circuit is adapted to: 

decode a dataform of said card to generate a dataform message; 

parse data of one certain field of said dataform message from remaining data from said 
dataform message; 

access said external database; 

call database data from said remote database using said parsed field data; and 
compare remaining data from said dataform message to said database data called from 
said remote database. 

A16. The card reader of claim 13. wherein said parsed field data parsed from said dataform 
message is name field data. 
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A17. The card reader of claim A13. wherein said remote database is stored on a server of the 
internet. 

A18. The reader of claim Ah wherein said reader is mobile and hand-held, wherein said 
housing comprises a front and a top, wherein said imaging axis extends from a front of said 
reader, wherein said tray assembly extends from a front of said housing, and wherein said control 
panel and display are disposed in top of said housing. 

A 19. The reader of claim Al, wherein said control circuit is adapted to display messages on 
said display that vary depending upon a level of degradation of said card. 

A20. The reader of claim A 1. wherein said control circuit is adapted to generate an error 
correction value when reading a card and wherein said control circuit displays a message in said 
display that varies depending upon said error correction value. 

[0064] While the present invention has been explained with reference to the structure 
disclosed herein, it is not confined to the details set forth and this invention is intended to cover 
and modifications and changes as may come within the scope of the following claims: 
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ABSTRACT 

There is described a method and apparatus for processing a card. A card that is processed 
can have a corresponding card holder. In one embodiment, a card reader can be provided for 
reading information of a card. A card reader in one embodiment can be configured to sense a 
level of degradation of a card. A card reader in one embodiment can be in communication with a 
remote processor system. 
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